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SLIDE 1  HEADING





SLIDE 2  INTRODUCTION





Over the course of the next thirty minutes or so, I will be talking to you about the implications of Internet Banking for insurers of banks and financial institutions. 





I propose spending a short time looking at what Internet banking actually is before moving on to look at some of the risks for which cover will be needed if it is not available already. These risks fall in to 5 categories and comprise 





First party loss caused by fraud:.


Third party liability, 


Directors and officers liability, 


Jurisdictional and 


Legal costs risks. 





I will focus on specific examples and in each case will consider whether a bank's traditional protections provide adequate cover or indeed cover at all.








SLIDE 3    (INTERNET BANKING - BACKGROUND)





What is meant by Internet Banking? Loosely speaking, Internet banking can be defined as the use of technology to communicate instructions to and receive information from a financial institution where an account is held.





The first bank to embrace banking on the web was the San Francisco Wells Fargo Bank.  It launched its first on-line service in 1990.  In 1994 it set up its own web site and in May 1995, it was the first bank to offer banking via the Internet.  In the UK, the first bank offering current account services over the internet was Royal Bank of Scotland in June 1997.  Since then, a whole host of banks have joined the bandwagon and now provide this service including most high street banks.  





Other players in the market you will have heard of include Smile (the first purely Internet based banking off-shoot of an existing bank - the Co-Operative Bank (launched in November 1999), and Egg, the Internet banking arm of the Prudential. Even pop stars are jumping on the bandwagon.  David Bowie recently opened his own on-line Bank, Bowiebanc.com.  





For anyone who hasn't had a look at any of the high street bank's websites, the on-line services offered include access to bank statements, transfer of monies between accounts at that bank, electronic settlement of bills, alteration of standing order and direct debit instructions and on line stock broking. The sites also offer access to information regarding the vast array of other services banks now offer including mortgages, travel insurance, life assurance, savings and ISAs and offshore banking.





The attractions of internet banking are obvious.  One doesn’t have to leave one’s PC to nip to the bank at lunch time.  The systems are (blips excepted) accessible 24 hours a day 7 days a week making available a range of sophisticated transactions at the click of a mouse.





From the Bank’s perspective, Internet banking provides an opportunity to directly integrate marketing with banking transactions. Internet transactions cost one tenth of the cost of those carried out at high street branches and a quarter of the cost of telephone transactions. The cross selling opportunities are immense as the range of products and services available demonstrate. 





The main reason for the reluctance of both banks and customers to embrace internet banking has been the vulnerability of the systems to intervention and fraudulent manipulation by hackers. Until recently, financial institutions were wary of using the Internet for anymore than passive banking, the establishment of a web site offering information rather than interactive banking.  Encryption provided an effective solution.  Encryption is effectively the scrambling of data to prevent an unauthorised party from accessing it.  The information is subsequently re-assembled on receipt. Banks now employ this technology to ensure the security of on line transactions.





Judging by the numbers flocking to sign up to Internet banking, there is now significant trust in the security systems employed by the banks.  However a couple of recent scares have drawn attention to the inherent risks of such a system.  In December of last year, it was reported that the Halifax was forced to suspend temporarily its on-line share dealing service due to unexplained breaches of security which enabled people to buy and sell the shares of others (the Independent on Sunday 28th November 1999).  Shortly afterwards, it was reported that problems with the “log out” button on the Egg Internet site enabled strangers to access credit card accounts even after the customers had logged out.  Nobody gained access but the fact that it could have happened is worrying.





The new Cyber scape in which banks and financial institutions now operate provides a challenge to insurers and insurance intermediaries to meet the changing needs of their client insureds.  





It will important that all electronic aspects of a Bank’s business is fully understood in order that the new risks can be identified and existing cover examined to ensure that adequate cover is provided on the right terms and at the right price.





Having briefly run through the current status of internet banking and the opportunities it affords, the next step is to consider the specific risks facing banks and financial institutions who conduct business through this medium and to assess whether the traditional insurances procured by banks adequately protect against these risks. 


�



A typical Bankers insurance package might comprise 





Bankers Blanket Bond (i.e first party losses), 


Computer Crime cover, 


Professional Indemnity (i.e third party liability cover) 


Directors and Officers insurance


Business interruption





I will be focusing on Professional Indemnity cover and Directors and Officers liability cover this morning. However, I would like to briefly mention a number of points relevant to insurers providing bankers blanket bond and computer crime cover as a number of risks associated with internet banking will be particularly relevant to them








SLIDE 4   (FIRST PARTY LOSS- FRAUD)





Insurers providing BBB and computer crime policies are likely to face increasing pressure from their insureds to provide specific cover against certain fraud risks that could arise in the provision of an internet banking service.





These include:





Deliberate infection of a bank's computer system with a virus.





The Melissa virus was one of the fastest spreading examples to date.  The virus learnt the addresses stored in the host computer’s e-mail directory and sent lists of pornographic sites to those addressees. The huge increase in e mail activity would overwhelm the system causing it to fail.  Viruses are a menace which, in the wrong hands can lead to costly damage, disruption and extortion. 





Infection of a bank's system with a virus such as these could lead to loss and destruction of data, security system break down or even damage to the bank's web site itself. If the web site is disabled, so is the bank's on line service.





A bank’s computer crime policy is likely to provide cover for destruction or attempted destruction of electronic data due to a computer virus maliciously introduced by a person other than an identifiable employee. If the introduction of the virus and ensuing destruction of electronic data directly somehow caused the bank to make a transfer or payment, then the bank will be covered for that loss also. 





Where the person responsible was in fact an employee, an insured would need to look to the fidelity section of the Bond for indemnification of loss.  These clauses commonly require that the dishonest or fraudulent act is committed with the intention to cause the insured bank to sustain loss or to obtain a financial gain for the employee or others acting in collusion with him.  The main difficulty here is likely to be identifying the employee responsible. 


�



Extortion





There is a danger that able hackers will be able to access a bank's system leading to serious criminal extortion.  A case in point concerns a recent experience of a US internet music retailer, CD Universe.  





The Internet intruder in this case called himself “Maxim” and demanded US$100,000 from CD Universe claiming to have stolen 300,000 customer credit card files from the retailer.  CD Universe ignored his demand for payment and in response, he posted the credit card details on a web site for anyone to pilfer and contacted news agencies with the credit card information. 





Threatened virus infection might also be a means to extract money from organisations fearful of the consequences if they do not pay.





This type of extortion risk can in many ways be seen as the internet equivalent to kidnap and ransom, for which cover is available. Whilst standard bankers bonds and computer crime policies will not provide cover for such extortion risks, specialist cover is nevertheless available.  Of course if you pay up once, your susceptibility to further extortion threats must rise and it would not be surprising if insurers shy away from the provision of this type of cover.





Fraudulent entry and abuse of a bank’s payment system





The most obvious and simple example of internet fraud is the generating of forged internet instructions by which money is transferred from an account at the bank to another account or accounts elsewhere.





The bonds already provide cover for loss sustained by the bank as a result of forgery or alteration of documents including withdrawal orders, cheques and bank giro payment instructions. 





They also provide cover for a bank transferring money on the basis of forged instructions purporting to have been signed by a customer but bearing a forged signature. This cover was originally based on hand-written signatures. The insuring clause was tweaked more recently to include instructions generated by telegraph, cable or teletype by stating that these instructions are deemed to bear a forged signature for this purpose. Further, mechanically reproduced fax signatures are to be treated in the same way as hand-written signatures.





Internet technology uses a different kind of signature again, the electronic signature which will often be in the form of code. The fraudulent use of or replication of such signatures by a hacker may not be covered without amendment and insurers may need consider updating the wording to cater for internet banking and this further adaptation of the traditional hand-written signature.





Interestingly, the type of forged internet instruction I have described may not be covered by a computer crime policy. The types of unauthorised electronic communications in respect of which indemnification is available are usually required to have been transmitted through electronic communications systems such as SWIFT and CHAPS and no mention is made of the internet.





When a bank's ability to conduct its business over the internet is impaired or temporarily suspended, the loss sustained by the interruption of business could be significant - lost commission whilst the on line stock broking service is down, loss of new customers unable to gain access and loss of credibility. 





In such a highly competitive environment as exists at the moment with the banks all vying with each other for a greater slice of the on-line customer cake, the banks may look for business interruption cover in such circumstances. 





In view of the potential fraud risks, it is vital that banks use the most up-to-date Encryption devices available to prevent these types of risks occurring and a pre-condition to providing this type of cover must surely be the vigorous examination of the insured’s IT security systems, prior to placement.





SLIDE 5   THIRD PARTY LIABILITY


NEGLIGENT TRANSMISSION OF AN ELECTRONIC VIRUS





I am going to look at four areas of third party liability exposure that might arise in connection with internet banking.





A hallmark of the business undertaken by banks and financial institutions is their inter-dependency on one another and other electronic systems.  It might be argued that one financial institution owes another a duty of care to protect it against contamination and further spread of a virus.  The existence of such a duty might be based on the fact that there is widespread awareness of the existence and dangers posed by such viruses and that there are a number of programmes available to detect and eradicate them.  There may be a cause of action if it can be shown that a bank fails to use those systems regularly.  This must be highly unlikely amongst banks and financial institutions which are by necessity highly sophisticated in this area.  





Were such an action to be brought, doubtless arguments of contributory negligence on the part of the recipient bank could be raised in defence, i.e. it also had inadequate security systems to protect against incoming viruses.  





The case of Weller and Company -v- Foot and Mouth Disease Research Institute [1965] 3 ALL ER 560, considered the existence of a duty to prevent virus infection but this time concerning the kind of virus we are more used to dealing with.  





The defendants were conducing research on the foot and mouth disease virus.  Some of the virus escaped and contaminated local cattle.  This was an action by the cattle auctioneers whose business had suffered due to the closure of cattle markets in the district. 





It was held that the defendants owed no duty to the auctioneers.  Rather, the duty was owed to the owners of the local cattle and that duty was a duty to take care to avoid the escape of the virus and to avoid the contamination of cattle.  By analogy, it may be argued that a duty is owed to the owners of other systems inhabiting the cyber market place, to avoid infection. 





A standard financial institution’s professional indemnity policy might respond to a finding of negligent transmission to the extent that it constitutes “legal liability caused by a negligent act, error or omission ... on the part of an officer or employee of the assured”.  





However, I understand that there is specific cyber cover available on the London market for inadvertent transmission of a computer virus to anyone with whom the insured does business provided it arises directly from a breach of duty of care.








SLIDE 6 DEFAMATION-LIBEL





As you will be aware, defamation is the tort of publication of a false or derogatory statement in respect of another person without lawful justification.  Libel is defamation by writing, print or some other permanent form. 





Electronic communications can be libellous as was seen in the matter of Western Provident Association -v- Norwich Union QBD 17th July 1997. In this case, the Defendant was ordered to pay damages of £450,000 for rumours spread within its internal e-mail system concerning the financial viability of the Plaintiff.





Liability for libel in relation to electronic information appearing on the internet was considered in the US case of Stratton Oakmont Inc v Prodigy Services Co Limited Supreme Court of New York, Nassau County May 26 1995, 23 Media L. Rep 1794). 





Prodigy was the owner and operator of a computer network. The network had at least 2 million subscribers who communicated with each other on various bulletin boards, one of which was the Money Talk Bulletin board on which the offending statements appeared. The statements concerned alleged criminal acts of the Plaintiff in connection with a stock offering.





This bulletin board was allegedly the most popular financial board in the US on which members posted statements regarding stocks, investments and other matters. Prodigy contracted with Bulletin board leaders who participated in board discussions. 





On the threshold issue of whether or not Prodigy was a "Publisher" of the offending statements and could therefore in theory face liability for libel, the judge found in favour of the Plaintiffs. It was held that Prodigy exercised sufficient editorial control over its bulletin boards to render it a Publisher. With the exercise of editorial control and judgment came increased responsibility for what appeared. 





Prodigy had in fact held itself out as an on-line service that exercised editorial control over the content of the messages posted on its computer bulletin boards. It issued content guidelines for users and used software screening programmes to pre-screen for bad language. 





On this basis, assuming a bank or Financial institution has a discussion room similar to the bulletin board at issue in the Stratton case, if it exercises no editorial control over what appears on it then it may be viewed as providing a mere conduit for the communication of information and as a processor of the information only. Of course, for a bank to exercise no editorial control over such a chat room is something it would be unlikely and ill advised to do. With the exercise of editorial control comes greater exposure and this is something to be borne in mind if a bulletin board or chat room is going to be set up. 





Of the various internet banking web sites I looked at when preparing this seminar, none of them had a bulletin board or chat room feature and insurers can take some comfort from the fact that - for the moment at least, this is not an integral part of the internet banking service.





Under English law, Section 1 of the Defamation Act 1996 might afford a defence to an action for libel in these circumstances. This is essentially the defence of innocent dissemination and requires the accused to show; 





a)	that it was not the author editor or publisher of the statement (and the specified categories of person who would not constitute a publisher for this purpose appear to include an operator of a chat room or bulletin board i.e an operator or provider of a system or service by means of which the statement is distributed or made available in electronic form (s 1(3)(c)); and


b)	it took reasonable care in relation to its publication; and


c)	it did not know or have reason to believe that what it did caused or contributed to the publication of a defamatory statement.





The problem here will be demonstrating that reasonable care was taken and in considering this issue, a court will have regard to amongst other things the extent of responsibility for the content of the statement or the decision to publish. So as in Stratton, if a defamatory statement has been made in circumstances where the bank assumes editorial control, the defence may not be available after all.





The application of section One of the Act to Internet Service Providers (through whom we gain access to the web) was considered in the first English case involving defamation and the internet Godfrey v Demon Internet Limited QBD 26th March 1999. The Plaintiff made an application to strike out those parts of the Defendant's defence in which it claimed (a) not to be a publisher of the offending statement and (b) an entitlement to rely on the Defence afforded by Section One of the Act. 





It was held that the defendant ISP in this case was not able to rely on Section one as they had been informed of the offending statement and asked to remove it from the relevant server and failed to comply with this request. They fell foul of care and knowledge requirements under section one of the Act.





As you may have heard, this case was settled last week, just days before the trial was scheduled to begin.





Where libel exposure exists, cover is usually available under a bank's PI Policy. There may be merit in seeking specialist cover which might also provide indemnification in situations where a hacker or intruder deliberately alters material on the web site to create a libel.





Bulletin boards and chat rooms lead on to another area of risk namely





�



SLIDE 7  NEGLIGENT STATEMENTS





Care needs to be taken with the dissemination of information via a website on the internet. Negligent misstatement usually leads to economic loss rather than physical damage and the law is cautious not to allow an uncontrolled expansion of the categories in which this liability is found to exist. There needs to be a special relationship between the person providing the information and the person receiving it and an assumption of responsibility for that information. 





The viability of such an action is difficult to predict and will depend on the information presented and the purpose for which it is presented. For example, much material is exchanged on internet bulletin boards or chat rooms. It is unlikely that any liability would arise for the supply of incorrect or misleading information by a subscriber in this situation. The information is provided in the spirit of co-operation.





By contrast, if the owner of the chat room or bulletin board participates in the discussions and holds itself out as being especially skilled in the problems being discussed, then the risk of liability is greater. The same risk applies to the answers appearing on a web site to Frequently Asked Questions or FAQ's. Any advice given in these situations cannot be described as being given "off the cuff". This is also true of technical and professional advice sought over the internet for a fee. 





Professional Indemnity Insurance typically affords cover for “negligent acts errors or omissions” and were such liability to be proven in respect of statements made by a bank to its customers via the internet, cover is likely to be available in the normal way.  


The danger for insurers is that the potential audience of a website is so much greater than was ever possible before that the risk of such an action is greatly increased.  








SLIDE 8     INTELLECTUAL PROPERTY RIGHTS INFRINGEMENT: PATENTS





E commerce is developing fast and with it comes a burgeoning business of Internet patents. I am not an intellectual property lawyer but will briefly highlight some of issues you should bear in mind in relation to Patents.





The US has seen a spate of patent litigation arising from the Internet and if the same things happens here, insurers could experience greater exposure in this regard.  





One recent action was brought by Amazon.com against Barnesandnoble.com for wilfully infringing on Amazon.com's "one click" book ordering service.





A case of particular importance is that of Sate Street Bank and Trust Co. v Signature Financial  Group (Us court of Appeals) July 1998. A patent was issued to Signature in respect of a data processing system for implementing and administering a tax efficient collective investment scheme. 





State Street negotiated with Signature for a licence to use this system and when negotiations broke down, State Street brought a declaratory action. It subsequently filed a motion for summary judgment on the basis that the patent was invalid as it did not fall within the US statutory subject matter capable of being patented and also on the basis that the system fell within one of the established exceptions by virtue of the fact that it concerned a "method of doing business" The court of first instance upheld this exception and found in favour of State Street. On appeal, the decision was overturned. The court described the business methods exception as ill conceived and laid it to rest.





The case has resulted in companies being set up to develop ideas for business methods which can be patented. One such example is the US Intellectual Property Laboratory,. Walker Digital which claims to have filed over 250 US and international patents for practical new ways to do things based on the inherent benefits of new computer and internet technology. 





What about the UK?. Historically both the European Patent Office and the UK courts have opposed "business methods patents". The timing of the US courts decision however coincides with a more flexible approach being taken by the European Patent Office in relation to the patenting of software and the position is not so clear.





Such aggressive use of internet patenting could arguably create a patent minefield for users of the internet including banks and financial institutions.





Whilst a standard Lloyd’s bankers PI policy provides cover for legal liability arising out of any unintentional breach of any intellectual property rights (including copyright and patents), insureds should be encouraged to keep abreast of all internet patent developments and to conduct infringement searches before developing new electronic systems of their own.





This development represents a serious concern for insurers in the guise of heightened patent infringement risks and with the availability of cover to help fund actions to protect patents, this risk is arguably extended further.








SLIDE 9 PERSONAL LIABILITY OF DIRECTORS AND OFFICERS





It is possible that technical directors charged with responsibility for internet banking operations or indeed any aspect of it could face personal liability arising out of failed security systems i.e. the use of inadequate encryption and virus detection technology. Such failures are likely to seriously damage the credibility of the bank in the Internet Banking market and have adverse affects on the share price of the bank.





A typical insuring clause to be found in a London Market Directors and Officers liability insurance policy will provide cover for a “Wrongful Act”.  A “Wrongful Act” often includes “breach of duty, neglect, error or omission” encompassing both breach of contract and negligence.  If a bank suffers financial loss caused by a failure of its own security systems as I have just described, Directors may face liability for breach of duty by virtue of a failure to act bona fide in the best interests of the company (which is traditionally meant in the best interests of the shareholders of the company) and for failure to exercise reasonable care and skill such as “may reasonably be expected from a person of his knowledge and experience" (City Equitable Fire Assurance Limited (1925) CH 407)





Under the rule in Foss -v- Harbottle, the proper Plaintiff in an action in respect of a wrong alleged to be done to the company is the company itself.  As the company can only act through its Board (or indeed liquidators or Administrators), it may or may not decide not to sue the Director responsible.





In the event that an action is brought against a director by the board on behalf of the company then insurers may be able to rely on any “insured -v- insured” exclusion to avoid liability.








SLIDE 10 





JURISDICTIONAL RISKS





This heading is a talk in itself. I would merely emphasise the importance of Banks stipulating choice of law and jurisdiction clauses in any terms and conditions that apply to the transaction of internet business to ensure certainty. The global capabilities of the internet make this vital. Insurers will not want to be defending actions in unfamiliar and distant jurisdictions or even expending vast amounts of legal costs on the resolution of jurisdiction issues. 





LEGAL COSTS





Internet commerce has expanded rapidly and there are many legal uncertainties surrounding the business transacted through it. Until many of these uncertainties are resolved, litigation costs are likely to be high.  





SLIDE 11  SUMMARY





The way banks and financial institutions operate is constantly changing. Telephone banking revolutionised the industry and internet banking is doing the same. 





It is vital that insurers and brokers are well informed as to how these changes are affecting their client insureds and other potential client insureds - the business of which it might hope to attract. This process will assist in the identification of new risks and increased exposures in established risk areas such as IP rights infringement.





It is open for insurers of banks and financial institutions to take the initiative and ensure that the policies offered adequately respond to the changing needs of insureds in the internet arena. Those that do are likely to reap rewards. 
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